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- portsentry
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- VMWare

- FEg

- BRI\ 3l portsentry XT3 T A HEAT AR
 KILL RUN CMD=" /usr/sbin/rinetd”

- R EHK )G, B3 rinetd #n] ViruteHoneynet
* 0.0.0.0 1433 192.168.0.55 1433
* logfile /var/log/rinetd. log
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2 AR TF

create router

set router personality "Cisco 3000 Series VPN Concentrator"
set router default tcp action block

set router default udp action block

add router tcp port 23 "fusr/bin/perl scripts/cisco/router-telnet.pl"

bind 192.168.1.111 router

% nmap -p 1-168 192.168.1.111 -0

Starting nmap 3.75 ¢ http:/7uuw.insecure.orgsnmap ? at 20605-A04-82
Warning: 05 detection will bhe MUCH less reliable because we did

Interesting ports on 192.168.1.141:

(The 9?9 ports scanned but not shown below are in state: filtered>

PORT STATE SERUICE
23/tcp open telnet
MAC Address: BA:BAC:41:16:94:59

Aggressive 05 guesses: Cisco 360 Series UPN Concentrator

ft Windows EP Pro RCi+ through final releasze (?1x>, Cisco
3Com 4924 GigE Switch (98x>,. NetBED 1.6.1 <Alpha> (98x>,
%2, Metopia DSL router (B8x>

Mo exact 08 matches for host (test conditions non-ideall}.

Mmap Scan of Cisco

Trying 1921681 _111...

Connected to 1922_168_1.411.

Escape character is "*1'.

llelcome to rabbitHole .matrix.com cisco router?
PLEASE LOG OFF IF YOU ARE WOT AUTHORIZED TO USE
THIS SYSTEM?

Uzers fauthorized or unauthorized? have no explicit or
implicit expectation of privacy. Any or all uses of this

system may be monitored,. inspected, copied. intercepted.
audited,. recorded. and disclosed to authorized site.

By using this system, the user consents to such
monitoring, interception, recording, copuwing, auwditing,
inspection, and disclosure at the discretion of authorized
site.

User Access Uerification

Hzername:= _

Telnet to fake Cisco Machine
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* SnortSam

* iptables
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Moclprobe

~t nat -A PREROUTING 3-tc 10,0,0,: C -J OHAT --to
-t nat -A PREROUTING : 10,0,0. C -J DNAT --to
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1f(bd->bloclk)
{ soprintfimsg, sizecfimsg)-1, "Info; Blocking ip #=%, inettoa(bd-*blockipl];
logmeszage (3, msg, “iptable=s", 0);

f% Aszsemble command #*/

if (snprintfiiptemd, sizecof (iptemd)-1,
“febinfiptables —I FORWARD -1 %s -=z %5 -3 DROP",
iptp—riface, inettoalbd->blockip)) »= sizecfliptemdl) {
snprint f (msg, sizeofimsg)-1, "Error: Command %= iz too long”, iptemd);
logmessage (1, msg, “iptable=", 0);
returmn;

if (snprintfliptemd?, sizecf(iptemdZ)-1,
“febinfiptables -I INPUT -i %z -= %= —j DROE",
iptp—riface, inettoalbd->blockip)) »= sizeofliptemd2)) {
snprintf (msg, sizeof(msg)-1, “Error: Command? %= 13 too lomg”, iptemd2);
logmessage (1, msg, "iptables™, 0);
return;

——

elze {
snprintf (msg, sizeofimzgl-1, “Tnfo: InBlocking ip %=, inettoalhbd->blockipl);
logmeszage (1, msg, “iptable=s", 0);

F hzsemble command #f

if (snprintf(iptemd, sizeof(iptemd)-1,
“febinfiptables -0 FORWARD -1 %= —-=s %s —; DEOF",
iptp—riface, inettoalbd->blockip)) »= sizeofliptemdl) {
snprint f (msg, sizeofmsgl-1, “Error: Command %= is too long”, iptemd);
logmessage(l, msg, “iptables™, 0);
return;

if (snprintfliptemd?, sizeof (iptemd2)-1,

“febinfiptables -0 INFUT —i %= -5 %=z —j DROF",
iptp—*iface, inettoalbd—>blockip)) »= sizeof(iptemd2)) {
snprintfimsg sizecfimsg)-1, “Error. Command® %z iz too long”, iptemdZ);
logmessage(l, msg, “iptablez™, 0);
return;

|

H

#1fdef FWSAMDEELG
printf (“Debug: [iptables][%lx] command %='n”, threadid, iptemd);
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